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Contents
This framework includes:
Part A- Components Analysis.
Part B- Values Assessment 
Part C- Controls for AI Risks. 

Completion of this framework informs:
AI governance, compliance, and business processes
risk identification and analysis 
controls and risk mitigations to be implemented / actioned.
skills, development training and uplift
communication and stakeholder engagement
values and strategic alignment.
Instructions
Please be familiar with and refer to the AI governance policy and guideline when completing this framework. For further background and context it may also be helpful to refer to The National Framework for the Assurance of AI in Government (NFAAIG) 2024. 
Each question in the framework is populated with guidance which should be deleted when finalised.
The Foundational AI Risk Assessment (FAIRA) framework should be completed by a team of experts including technical, policy, subject domain specialists, operational experts, and accountable officers. 
A team should plan a series of collaborative workshops to fill out a FAIRA and expect to reach out to additional experts depending on risks identified or required subject matter expertise.
Because it requires expertise from multiple AI risk domains (see Table 1) the team may find it easier to work through sections of Part A and Part B in parallel as answers to Part A will inform Part B and vice versa.
Part C is not a template requiring completion, but provides information that can assist with Parts A and B. For further suggestions on risk controls see National AI Centre (NAIC) Guidance for AI Adoption 6 Essential Practices aligned with ISO 42001.
Some of the questions may be challenging to answer due to:
the complexity and opacity of components of many AI solutions available for government use, 
the diversity of skills required of human operators, and 
the variety of emergent risks from using AI in different contexts. 
Knowledge gaps should be highlighted and communicated to stakeholders and decision makers so that appropriate risk controls can be implemented.
A FAIRA should be updated when risks change, see the FAIRA guideline.
Please keep in mind this framework is not intended to replace existing ICT governance and risk management processes but instead should support efforts to govern AI across all risk domains, see the FAIRA guideline. Scoped, low risk, limited trials of AI systems may qualify for use of the FAIRA LITE framework.
Background
AI systems have an inference, reasoning or decision-making functionality that can replace or augment human cognition in government tasks (OECD, ISO 22989). The Foundational AI risk assessment (FAIRA) framework enables governments to understand the role of AI systems deployed within business processes and decision making.
Drawing on the OECD Framework for the Classification of AI Systems (2022), the FAIRA framework is a transparency, accountability, and risk identification tool for Queensland Government agencies evaluating artificial intelligence (AI) solutions. The FAIRA helps stakeholders identify risks and potential mitigation actions specific to the AI lifecycle (ISO 38507). 
FAIRA is ‘foundational’ because stakeholders can use it to describe an AI solution in terms of technical components, system design, human interaction, implementation, and their associated impacts to provide foundations for management action in existing risk processes. This information helps users, decision makers, business owners, senior officers and impacted stakeholders characterise AI systems deployed in specific contexts.
Agencies can use the FAIRA to identify risks specific to AI solutions as supplementary inputs to any existing assessment frameworks and activities, such as privacy impact assessments, information security assessments, human rights impact assessments, workplace health and safety assessments and so on, that inform existing risk management and change management activities.
Teams can use FAIRA as the basis for communicating and upskilling on emergent and additional AI risks and mitigations with stakeholders and as a springboard into other evaluation frameworks such as impact assessments, privacy or human rights evaluations.
Individuals can use FAIRA to create personalised and risk-managed agentic workflows using AI systems approved by their supervisors. 
Government agencies managing the lifecycle of an AI system apply the FAIRA as a communication tool for governance, risk, and assurance activities with stakeholders. A list of common controls is provided to assist teams with identification of actions to reduce risks. 
Motivation
FAIRA improves the requirements, implementation, and operation of an AI solution in a deployed context and in doing so strengthens public trust. 
The FAIRA framework provides a systematic, repeatable and interoperable approach to identifying, evaluating, communicating, and managing risks associated with AI in the Queensland Government across the AI lifecycle.  
The FAIRA aligns Queensland Government risk management to the National Framework for the Assurance of AI in Government (NFAAIG).
Policy requirement
Under the AI governance policy, application of the FAIRA framework is a mandated requirement for all deployed uses of AI in the Queensland Government.
The FAIRA guideline provides further assistance on application of the FAIRA including how scoped, low risk, limited trials of AI systems may qualify for use of the FAIRA LITE.
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Figure 1: How FAIRA Works
The FAIRA consists of a components analysis and values assessment (see Figure 1). The components analysis ensures that the AI solution is fully described within its intended context of use. The values assessment ensures that the benefits and risks of the AI solution within its context of use are identified so that risks can be managed and controlled through normal ICT risk register aligned to the NFAAIG.
A FAIRA should be initiated at the earliest opportunity when an AI solution is under consideration and throughout its lifecycle. Stakeholder consultation should be conducted and answers to any remaining gaps should be sought from relevant subject matter experts (see Table 1: Domains of AI Risk). 
It is necessary to identify the boundaries/scope of the AI solution (e.g. what it contains and what it entails, integration points with associated upstream and downstream systems). It is also important to ensure that the context identifies what is NOT part of the scope of the evaluation. 
Domains of AI risk in the Queensland Government
AI intersects with many domains of risk. Table 1 identifies twelve domains of AI risk aligned to NFAAIG (see FAIRA Part B). In preparing a FAIRA, teams can seek assistance on risks in domains unfamiliar to them by:
referring to their own internal agency subject matter experts for the domain (such as Privacy or Human Rights officers)
refer to guidelines that support best practice implementation of legislation relevant to the domain (such as Privacy Impact or Human Rights Impact assessments)
Engage directly with statutory officer holders or departments for further guidance and advice.
	Domain
	Key position
	Agency, department or statutory body
	Relevant legislation and policy

	1. Public Sector Values, Ethics, and Code of Conduct
	Public Sector Commissioner
 
Special Commissioner, Equity and Diversity

Integrity Commissioner
	Public Sector Commission

Office of the Special Commissioner, Equity and Diversity
	Public Sector Act 2022
Public Sector Ethics Act 1994
 
Inclusion and diversity strategy 2021-2025
 
 
Integrity Act 2029

	2. Human rights
 
	Human Rights Commissioner 
	Queensland Human Rights Commission
	Human Rights Act 2019

Anti-discrimination Act 1991


	3. Workplace health and safety
	Industrial Relations Commissioner
	Office of Industrial Relations
	Work Health and Safety Act 2011

Industrial Relations Act 2016

Anti-discrimination Act 1991

	4. Environment and sustainability
	Director-General, Department of the Environment, Tourism, Science and Innovation
	Department of the Environment, Tourism, Science and Innovation
	Environmental Protection Act 1994

	5. Public records and right to information 
 
	State Archivist

Deputy Director General Data and Digital Government
 
Special Commissioner, Equity and Diversity
 
Queensland Ombudsman
 
Information Commissioner
	State Archives

Customer Services, Open Data, Small and Family Business 
 
Office of the Special Commissioner, Equity and Diversity
 
Office of the Queensland Ombudsman
 
Office of the Information Commissioner
	Public Records Act 2002
 
Records Governance Policy (2019)
 
Generative Artificial Intelligence records
2024
 
Guideline on creating and keeping records for the proactive protection of vulnerable persons (2020)
 
Ombudsman Act 2001
 
Public Interest Disclosure Act 2010
 
Right to Information Act 2009
 

	6. Data and Information Management
	Deputy Director General Data and Digital Government 
	Customer Services, Open Data, Small and Family Business
	AI Governance Policy

Use of Generative AI in the Queensland Government 

QGEA Information management policy framework and associated policy documents.
 
Crown IP

	7. Information Privacy
	Information Commissioner
	Office of the Information Commissioner
	Information Privacy Act 2009 (Qld)
Information Privacy Act 1988 (Cwlth)

	8. Information Security  
 
	Deputy Director General Data and Digital Government 
 
	Customer Services, Open Data, Small and Family Business 

	Information and cyber security policy (IS18) and associated policy documents.
 
Inter-jurisdictional legislation and policies such as GDPR

	9. Procurement
	Queensland Government Chief Procurement Officer
 
Deputy Director General Data and Digital Government 

	Department of Housing and Public Works
 

	Queensland Procurement Policy 2026
 
QITC arrangements, and associated policies.
 


	10. Financial Accountability 
	Treasurer
	Queensland Treasury
	Financial Accountability Act 2009

	11. Risk Management
	Treasurer
	Queensland Treasury
	A Guide to Risk Management 2020

	12. Crime and Corruption 
	Crime & Corruption Commissioner
	Crime & Corruption Commission
	Crime and Corruption Act 2001


Table 1: Domains of AI risk within the Queensland Government


Part A - Components analysis
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Figure 2: Components of an AI solution


To evaluate an AI solution, agencies need to consider the constituent components (see Figure 2). By describing the components of an AI solution, stakeholders will establish the scope for design, building, using, evaluating, and controlling AI products systematically, responsibly, and safely. Answering the questions in the components analysis provides information about the components of the AI solution as it will be deployed within a particular context of use. The components of an AI solution will inform a values assessment to identify all relevant value misalignments that could constitute risks. The level of detail should be sufficient to inform the endorser and approver. 

Table 1: AI solution
The AI solution is the installed software comprising of digital assets, use of cloud servers, APIs, databases, data used within the software, algorithms, models and integration within the digital ecosystem of an organisation.
	Component
	Description
	Further information, websites, notes

	1.1. What is the AI solution designed to do?
	At a high-level what business process or function(s) will the AI solution perform for the government? Refer to QGEA metamodel.

For example, the AI system is a public facing generative AI chat bot that reasons over government scientific databases to better connect the public to state flora and fauna data for the Department of Environment, Tourism, Science and Innovation.

	Do not copy and paste vendor information in this section. Use organisational language and business processes supported by technical guidance and vendor-provided information to describe AI system functionality within the business context and organisational goals--see QGEA Reference Model

Consider the cognitive role, aka inference (OECD, NFAAIG) ‘reasoning’ and ‘decision’ (AI governance policy, ISO 22989:2022) aspects of the system and benefits of it.

	1.2. What are the AI solution features?
	Consider the following examples and delete non-applicable features:
Content creation: generating new artifacts such as video, narrative, software code, synthetic data; e.g. subtitles, text-to-image
Content synthesis: combining and/or summarizing parts, elements, or concepts into a coherent whole; e.g. summarising a report
Decision-making: selecting a course of action from among possible alternatives in order to arrive at a solution; e.g. buy/sell decisions
Detection: identifying, by careful search, examination, or probing, the existence or presence of [something]; e.g. detect cybersecurity threats
Digital assistance: acting as a personal agent for understanding and responding to commands and questions, and carrying out requested tasks in a conversational manner, e.g. reminders from smart assistants
Discovery: finding, recognizing, or unearthing something for the first time, e.g. drug discovery and production
Image analysis: recognizing attributes within digital images to extract meaningful information, e.g. medical diagnosis
Information retrieval/search: finding information about specific topics of interest, e.g. the location of minerals in Queensland
Monitoring: observing, checking, and watching over the process, quality, or state of [something] over time to gain insights into how [something] is behaving or performing, e.g. bushfire monitoring
Performance improvement: improving quality and efficiency of the intended outcomes, e.g. graph analytics
Personalisation designing and tailoring [something] to meet an individual's characteristics, preferences, or behaviours, e.g. representing text as a flow diagram.
Prediction: forecasting the likelihood of a future outcome, e.g. digital trends forecasting
Process automation: performing repetitive tasks, removing bottlenecks, reducing errors and loss of data, and increasing efficiency of a process; automating administrative tasks
Recommendation: suggesting or proposing a manageable set of
viable options to aid decision-making, e.g. customer service response suggestions
Robotic automation: using physical machines to automate, improve, and/or optimize a variety of tasks, e.g. intelligent surgery robots
Vehicular automation: automating physical transportation of goods, instrumentation and/or people, e.g. self-driving cars
	Describe AI solution features in a human-centric way.

See AI Use Taxonomy: A Human-Centered Approach. NIST AI 200-1. 

	1.3. What decisions are addressed by the AI functionality?
	AI is commonly deployed to make decisions faster, fairer and more complete. Known problems can include - over-reliance on AI outputs, bias, lack of transparency, inflexibility, fewer opportunities to challenge a decision.
Consider carefully the role of the AI in administrative decisions, e.g. how does the AI functionality impact:
determining rights
legislative and policy decisions
allocation of government spending
assessment of vendor suitability
assessment of evidence
assessment of eligibility for government programs
preliminary assessments for human review
automated commentary on law or policy compliance
automating prioritisation of cases 
determination of benefits, subsidies, or entitlements
automatic suspension of payments for non-compliance
managing permits and compliance
assessing risk profiles
issuing fines and notices
detecting suspicious behaviour
approving applications
verification of identity
other administrative decisions.
Consider how tasks you are using the AI solution for, relate to administrative activities and administrative decisions, i.e., actions or decisions made by a government employee while carrying their legislated duties.
Activities:
describe the scenario and identify decisions
classify the decisions
consider possible negative and positive impacts.
	See the Queensland Ombudsman’s Good Decisions (2025)

See Commonwealth Ombudsman’s Automated Decision-Making Better Practice Guide (2025) 
“What is an automated system?

Automated systems range from traditional rules-based systems (for example a system which calculates a rate of payment in accordance with a formula set out in legislation) through to more specialised systems which use automated tools to predict and deliberate, including through the use of machine learning. The term automated system is used in this guide to describe a computer system that automates part or all of an administrative decision-making process. Automated systems can be used in different ways in administrative decision-making processes.
For example, they:
can make a decision.
can recommend a decision to a decision-maker.
may include decision-support systems, such as commentary about relevant legislation, case law and policy, for the decision-maker at relevant points in the decision-making process.
can provide summaries or preliminary assessments for individuals or internal decision-makers.
can automate aspects of the fact-finding process which may influence subsequent decisions, for example by applying data:
from other sources (e.g. data matching information) 
directly entered or uploaded to the system by an individual. (p.7)
Developing an automated system will often begin with an analysis of business needs and practices derived from the legislation, policy and procedure. This leads to the
documentation of a comprehensive set of business rules (p.35)”

	1.4. What is the benefit of the AI solution over current practice?
	What is the current process (describe high level steps)? What is the benefit of AI?
E.g. Current process is that users watch and listen to the standard audio track of videos. Vision impaired users may miss important messages and context. The benefit of AI is Users hear additional visual details described in the video which support the context and message of the communication.
Communication is more understood and inclusive.
Consider the benefits to each stakeholder across wellbeing, autonomy and justice. Consider users as well as those impacted by use of the AI system including organisations, communities and vulnerable persons. 
Wellbeing: Easier, more efficient, more productive, more complete, less friction, better relationships, more understood, easier to get help.
Autonomy: more informed, more transparent processes, more enabled, easier to get help.
Justice: Fairer processes and outcomes, greater sensitivity to rights, more inclusive, more compliant.
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Consider the following example: By performing tasks identified in 1.3 the solution will reduce repetitive task fatigue and positively impact productivity resulting in quicker, more informed interactions with customers.
	

	1.5. Can the AI solution convert decisions into action? If so, how is this done? And is this subject to direct human intervention?
	Consider the example of an AI classifier that generates a fine without human review. 
An ‘action’ generally refers to the steps or processes undertaken by an automated system. This includes the execution of programmed tasks, the application of rules or algorithms, and other operational functions within the system. Where as a "decision" is the outcome or result produced by the automated system after processing. inputs and applying its rules or algorithms. It represents the conclusion reached by the system, which can affect individuals or entities subject to the decision.
Does your entity have appropriate human oversight of decisions made or recommended by AI systems?
Does your entity provide impacted users with mechanisms to challenge the outcomes of automated decisions made with AI systems?
Consider whether regular users of the AI need to comply with human oversight obligations. E.g.,
Use of generative AI in the Queensland Government, Customer Service, Open Data, Small and Family Business. 
Artificial Intelligence and Public Records, Queensland State Archives 
	See Queensland Audit Office, ‘Automated Decision Making’, Checklist for managing ethical risks in artificial intelligence in Managing the ethical risks of artificial intelligence, (Report 2: 2025–26)

See the checklist for key considerations for automation of administrative action (including non-discretionary decision making) in ‘Is an automated system suitable?’ section of the Commonwealth Ombudsman’s Automated Decision-Making Better Practice Guide (2025) (pp.12-14)

	1.6. What form of AI techniques, model, machine learning technique or algorithmic processing is used?
	Add known details such as machine learning, neural networks, deep learning, general purpose AI, generative AI, natural language processing, large language models, expert systems, or neurosymbolic AI.
Use this section to help stakeholders understand more about the AI component itself as well as how it fits into a broader reasoning, decision-making or decision support system.
It may be helpful to Insert a business process map, system architecture diagram, product graph or image in addition to text to help to illustrate mechanisms, model or processing.
Consider describing how each component is connected in a logical flow from user/ input through to output.
Many commercial AI products make it difficult for agencies to access AI system information.
Where information is unknown, there is a risk that potential vulnerabilities cannot be identified and controlled, or that products use AI components are restricted or prohibited by law or Queensland Government policy. Agencies should declare this and record this as a risk. Ensure risk controls are in place to manage the risk including governance, impact assessments, risk management, communication, evaluation and monitoring and human control.
	See symbolic (e.g. knowledge-based, deterministic, rule-based, logical) and statistical (e.g. genetic algorithms, neural networks, deep learning) model types and hybrid models in the OECD Framework for the Classification of AI Systems (2022).

See ARC Centre for Excellence for Automated Decision-mMaking and Society and the Office of the Victorian Information Commissioner (OVIC)’s GenAI Concepts. 
See Digital Transformation Agency AI Statement 20: Plan the model architecture including 
Criterion 72: Define a model architecture for the use case suitable to the data and AI system operation Technical Standard 
Criterion 73: Select algorithms aligned with the purpose of the AI system and the available data.
See DISR National AI Centre Guidance for AI Adoption 6 Essential Practices aligned to ISO 42001

	1.7. What is the source of the AI solution? 
	This is additional information to vendor and product name such as additional third parties involved in government, industry, and academia and public sources. It may include consultancies, cloud service providers, Queensland agencies. Consider whether the solution is commercial, bespoke, open-source, or proprietary. Information provided here helps evaluate benefits and risks to sustaining the AI functionality.
Select from (could be multiple):
☐ SaaS AI tool  - Commercial off‑the‑shelf SaaS offering
☐ Off‑the‑shelf AI product  Standalone AI implemented internally
☐ Internally developed AI system - Built and maintained by your organisation
☐ AI system built by external vendor - Customised for your organisation
☐ Embedded AI component - Integrated into a larger, non‑AI system
☐ Part of a multi‑system AI ecosystem - Multiple AI systems working together
☐ Generative AI model - Custom or fine‑tuned generative AI system
☐ Research or experimental use AI system - Used for trials, pilots, or exploratory purposes
☐ Open‑source model implemented internally - Adapted from publicly available open‑source models
☐ No‑code or low‑code AI development tool - Configured internally using visual interfaces
☐ Agentic AI system - Automated system making decisions and acting independently to achieve goals
	

	1.8. What data does the AI solution use to function, test, training, and validate? 
	Consider user prompts, government data, open data, synthetic data, etc.
Many commercial AI products including generative AI makes it difficult for agencies to access test, training and validation data information. Where information is unknown, there is a risk that potential vulnerabilities and biases cannot be identified and controlled, or that products use of data is restricted or prohibited by law or Queensland Government policy. E.g. biased data sets produce discriminative outputs for automated decisions which agencies are unable to detect or verify. Agencies should declare this and record this as a risk. Ensure risk controls are in place to manage the risk including governance, impact assessments, risk management, communication, evaluation and monitoring and human control.
	See DTA AI Technical Standard Data: Statements 12-19 

See DISR National AI Centre Guidance for AI Adoption 6 Essential Practices aligned to ISO 42001

	1.9. What is the quality of the data
	Has the data quality been accessed? Link to data assessment artefacts and summarise findings.
Quality
Unknown
Data quality issues assumed
Data quality has been reviewed and minor issues identified which are not expected to impact the functioning of the solution.
Data quality has been reviewed and major issues identified. Remedy is possible.
Data quality has been reviewed and major issues identified. Remedy not possible or feasible.
Data quality has been reviewed and major issues identified. Remedy not possible or feasible.
Risks
AI produces inaccurate, misleading, or inconsistent results.
AI system embeds or amplifies bias without anyone realising it.
Decisions cannot be explained or justified.
AI’s performance degrades silently over time.
AI uses data in ways that breach privacy, confidentiality, or consent requirements.
AI is vulnerable to compromised, poisoned, or manipulated data.
Humans defer to the AI despite weak data foundations.
organisation cannot demonstrate responsible AI use.
AI optimises for patterns that don’t reflect reality.
Public or stakeholder trust is undermined.
Questions for data quality activity
What data was used to create the AI solution? Consider government, public, private, and commercial data sources. Consider ethical and legal considerations including unauthorised use of IP. 
Consider the state of the data, reflected in its accuracy, completeness, consistency, integrity, reasonability, timeliness, uniqueness/deduplication and validity?
Is the training data representative of the relevant population? Or does it underrepresent vulnerable groups that may product inaccurate or discriminatory outcomes for those groups. Does the training data reflect historical human prejudices or systematic inequalities that are likely to be entrenched using algorithmic processing? 
If the AI solution uses data external to the government, what information does it share/publish about this?
Does the AI solution use data universally available to unique to individual users?
If the model needs new data to update functionality, is the data at risk?
Many commercial AI products make it difficult for agencies to data quality information. Where information is unknown, agencies should declare this and ensure risk controls in place to manage risks.
Many commercial AI products including generative AI makes it difficult for agencies to data quality information. Where information is unknown, there is a risk that low quality and bias cannot be identified and controlled leading to discriminative outputs for automated decisions which agencies are unable to detect or verify. Agencies should declare this and record this as a risk. Ensure risk controls are in place to manage the risk including governance, impact assessments, risk management, communication, evaluation and monitoring and human control.
	See National Archives of Australia Data Quality.

See Parliament of Australia Select Committee on Adopting Artificial Intelligence (AI) report and Australian Government response. 

See Human Rights Act 2019 and Anti-Discrimination Act 1991.

See Final Report: Human Rights and Technology by the Australian Human Rights Commissioner

See DISR National AI Centre Guidance for AI Adoption 6 Essential Practices aligned to ISO 42001


	1.10. How does the AI solution integrate with other systems?
	Explain how the AI solution integrates within the agencies internal organisational environment including technical systems, application layer, business processes, decision-making, governance and data. Draw on answers to 1.1, 1.2, 1.3, 1.4, 1.5, 1.6, 1.7, 1.8, 1.9 to assist in answering.
Integration information includes technical system integration as well as automated or manual processes. E.g. someone manually downloads an output produced by AI then uploads it somewhere else or uses it in a business process, action or decision. 
	See the checklist for key considerations for automation of administrative action (including non-discretionary decision making) in ‘Is an automated system suitable?’ section of the Commonwealth Ombudsman’s Automated Decision-Making Better Practice Guide (2025) (pp.12-14)
See Digital Transformation Agency AI Technical Standard Whole of AI Lifecycle and
 Integrate: Statements 31-32. 
Integrating an AI system means implementing and testing an AI system within an agency’s internal organisational environment, including with its systems and data.
Deploying a standalone or integrated AI system into existing IT infrastructure involves assessing compatibility and confirming data interoperability. This may require some reconfiguration to current systems.


Table 2: Human machine interface
The human-machine interface is how operations of the AI solution communicate with human programmers, operators, system administrators and end users; and how humans interact with the AI solution including what they perceive its operations and how they manipulate the software.
	Component
	Description
	Further information, websites, notes

	2.1. How does the AI solution interface with humans?
	How is the human made aware of the AI interaction/ outputs?
Consider end users as well as product owners, developers, ITC staff and others who interact with the AI solution.
Agencies should perform user acceptance testing (UAT) and scenario testing, validating the system with a diversity of end-users in their operating contexts and real-world scenarios. Select from the examples below.
For end users
Disclosure and visibility
explicit “AI‑generated” label
first‑use AI disclosure and onboarding notice
distinct AI visual styling (icons, colour, layout)
AI badge with tooltip (e.g. “About this AI”)
persistent ‘AI mode’ or ‘AI assistant’ indicator
Reliability and trust calibration
qualifying / probabilistic language (e.g. “may indicate”)
confidence scores / uncertainty indicators
clear use‑case and scope limitations
explicit uncertainty or refusal responses
timestamp and data‑currency indicator
Explainability and evidence
source or input description (e.g. “Based on…”)
expandable explanation (e.g. “How this output was produced”)
Human oversight and decision framing
“decision‑support only” / non‑determinative framing
human review / approve / edit step
user verification prompts (e.g. “Check against source or policy”)
Contestability and accountability
feedback or “flag this output” mechanism
link to governance and responsibility information
Privacy and Data Protection
Privacy / data‑use notice at the point of interaction
	See ForGov, Service Design and Delivery Digital Service Design Playbook

Digital Transformation Agency, AI Technical Standard Criterion 108: Perform user acceptance testing (UAT) and scenario testing, validating the system with a diversity of end-users in their operating contexts and real-world scenarios.

	2.2. What is the effect of AI solution on human operators?
	Consider impacts (benefits and harms) to wellbeing, autonomy, justice, work satisfaction, workflow, accountability, etc.
Currently unknown.

Assumed benefits documented in 1.4.

If unknown: what is the plan to confirm assumptions?

Assumptions (Highlight any that are relevant)
Wellbeing
Benefits: Reduced cognitive load, lower exposure to distressing material, more predictable workloads
Harms: Increased stress from monitoring or second‑guessing AI, moral injury, fatigue from handling only complex or high‑stakes cases
Autonomy
Benefits: Greater decision support, more time for judgement‑intensive work, enhanced capability for less experienced staff
Harms: Automation bias, reduced discretion, deskilling or pressure to follow AI recommendations
Justice
Benefits: More consistent treatment, reduced individual bias, improved detection of overlooked risks or needs
Harms: Amplified historical bias, reduced ability to explain or justify decisions, unequal error impacts across groups or cases
Work Satisfaction
Benefits: Increased focus on meaningful work, faster task completion, sense of support rather than replacement
Harms: Loss of ownership or professional pride, role erosion, frustration from correcting AI errors
Workflow
Benefits: Improved efficiency, faster triage, more standardised processes and handovers
Harms: New bottlenecks at review stages, hidden rework, brittle workflows when AI degrades or fails
Accountability
Benefits: Clearer documentation, improved traceability of decisions, structured justification support
Harms: Blurred responsibility between humans and AI, blame shifting, difficulty defending decisions influenced by AI
Also consider impacts to:
[bookmark: _Toc222067254]Human condition
Psychological, personal and familial, as well as collegial contexts and relationships that may be affecting or be affected by AI in the workplace 
Risk of positive intentions of AI (possibly merely replicating already existing processes) entailing unintended side effects
Risk of inequitable, discriminatory effects 
Secondary impacts of AI use beyond those intended initially (e.g., health impacts resulting from AI-facilitated intensification of production processes) 
Ultimate unpredictability of some events that AI may seek to predict (Outcome)
[bookmark: _Toc222067255]Worker safety
Presence of conflating factors that may affect AI reliability and safety, depending, for instance, on variable environmental conditions 
Potential conflict between (and contradiction of) the public analysis of data for scenario testing and the privacy protection awarded to (training) data used in AI
Risk that AI systems are not immune to gaming but may give a wrongful impression they are immune. 
Potentially very personal data required for some AI systems, for instance, when measuring time and motion (especially in real-time) that poses added risk of data abuse.
[bookmark: _Toc222067256]Uncertainty about whether what may be considered a safe AI application for one may not prove safe for another person. 
Oversight
Capacity for human overwrites and (offline) validation of AI systems.
Extent to which employee-employer relationships may shape AI implementation and the information that is being shared. 
Potentially onerous nature of AI system contestation. 
Impact on third parties. 
Transparency of the AI tool, especially where real-time data are used; use and risk of abuse of private data with and without the knowledge of data owners 
Extent to which the AI system is set up to grow “organically”, responding to changing circumstances. 
Need for continuous monitoring to ensure the validity of prediction and associated actions.
	See WorkSafeNSW NSW AI Risk Scorecard 

Cebulla, A., Szpak, Z., Howell, C. et al. Applying ethics to AI in the workplace: the design of a scorecard for Australian workplace health and safety. 

Parliament of Australia (2025).  The Future of Work. 

See impacts described in the Harvard Business Review:
- When using AI leads to ‘brain fry’ (5 March 2026)
- AI doesn’t reduce work it intensifies it (9 February 2026) 
- AI-generated ‘workslop’ is destroying productivity (22 September 2025). 

	2.3. What expertise is required to use the AI solution?
	Consider:
Technical skills- the solution requires high levels of technical, security data and privacy expertise to implement and maintain. 
Personal skills- Staff training regarding responsible use including bias management, safety, diversity, and inclusion is imperative. Requires discerning judgment by its users to ensure safe and appropriate use.

	See Jobs and Skills Australia (2025) Our Gen AI Transition - Implications for Work and Skills 

See TAFE NSW free courses in Introduction to AI and Responsible AI 

	2.4. Who is accountable for decisions made using the AI system?
	Provide agency AI governance artifacts aligned to the AI Governance Policy. List specific person accountable for the AI system. Indicate roles, obligations and responsibilities of users of the AI system for government decisions.
For example, for user responsibilities see
Use of Generative AI in the Queensland Government, Customer Service, Open Data, Small and Family Business
Artificial Intelligence and Public Records, Queensland State Archives 
	
See AI Governance Policy and QGEA Artificial Intelligence Directions
See NAIC Guidance for AI Adoption, 6 Essential Practices, 1. Decide who is accountable. And AI policy guidance template 


Table 3: AI use inputs
The AI use inputs are data fed into the AI solution at a particular place and time. Inputs can come from the environment through sensors, such as the way autonomous cars navigation systems use lidar data to optimise collision avoidance. Inputs can come from sensors connected to humans, such as monitoring the vital signs of patients in hospitals. Input can also come from commands from humans such as prompts to generative AI tools
	Component
	Description
	Further information, websites, notes

	3.1. Does the AI require user inputs (from humans) to operate?
	Consider the following examples:
 prompts, instructions, data, reference materials, databases, questions, rules, procedure, process, methodology, and requests
	

	3.2. Does the AI use data that is regulated by the law?
	Use of government data is regulated by legislation, e.g.

Public Sector Act 2022
Public Sector Ethics Act 1994
Human Rights Act 2019
Anti-discrimination Act 1991
Public Records Act 2002
Ombudsman Act 2001
Public Interest Disclosure Act 2010
Right to Information Act 2009
Information Privacy Act 2009 (Qld)
Information Privacy Act 1988 (Cwlth)
Crime and Corruption Act 2001
Financial Accountability Act 2009

Additional legislation may be relevant to the use of AI systems in specific contexts. 
See the checklist below for common legal obligations. Seek legal review if unsure

	Check
	Question
	If YES…

	1. Personal Information
	Does the data identify an individual (e.g. name, address, photo, voice)?
	Covered by the Information Privacy Act 2009 (Qld). Must be handled securely and lawfully.

	2. Sensitive Information
	Does it include health, racial, biometric, or criminal data?
	Requires higher protection. Often subject to additional legal controls and consent requirements.

	3. Surveillance or Recordings
	Is it video/audio footage from public or private spaces?
	Regulated under the Invasion of Privacy Act 1971 (Qld) and Criminal Code Section 227A. Consent may be required.

	4. AI-Generated Outputs
	Was the data produced by an AI system using personal or sensitive inputs?
	Subject to privacy laws if it can be linked to individuals. Must be assessed for risk and fairness.

	5. Legal Mandates or MOUs
	Is the data covered by a Memorandum of Understanding or statutory obligation?
	Must comply with terms of the agreement and relevant legislation.

	6. International or Interjurisdictional Rules
	Is the data subject to cross-border laws (e.g. GDPR)?
	Requires compliance with foreign privacy and export control laws.

	7. Exemptions Claimed
	Is there a claim that the data is exempt from privacy laws?
	Must be documented and justified under the IP Act or other applicable legislation.

	8. Data Sharing or Disclosure
	Will the data be shared externally or reused?
	Must follow lawful disclosure protocols and obtain necessary approvals.




	

	3.3. How are planned and actual AI use inputs tracked and recorded?
	The data inputted into an AI system affects its functionality and outputs. The value of these inputs depends on the context and use case of an AI system.

Information management requirements and obligations associated with records generated by AI will differ depending on the type of AI technologies employed, the purpose for which they are used and the corresponding value of the records generated. 

Select from Examples inputs – consider how these might be tracked and recorded
· Text: documents, emails, reports, case notes, transcripts
· Structured records: tables, forms, databases, spreadsheets
· Images: photos, scans, CCTV stills
· Audio: call recordings, interviews
· Video: body worn camera footage, CCTV
· Time series: sensor readings, logs, telemetry
· Geospatial data: locations, movements, maps
· Additional prompts, templates, configuration.
	Queensland Government’s advice on Artificial Intelligence and public records.

National Archives (2025). Information Management for records created using Artificial Intelligence (AI) technologies

See also QGEA Information Management Guidelines including Information asset custodianship policy (IS44), Information governance policy, Open data, information sharing, access and use policy 


	3.4. Does the AI require data from the digital or physical environment of its designed or intended use? If so, what data is accessed?
	Indicate databases, geographic boundaries, information environment including internal government and external data sources used for inputs.

Are users able to limit the data used, for example exclude data for universal use of the solution, or just for a specific prompt?

Are data inputs traceable?

Consider the following example:
 While the AI solution links to key documents used to create a response, the origin of all outputs may not be traceable by the end user.


Select from Examples

Digital world data (created, stored, or transmitted by information systems)
Text data - Emails, documents, reports, case notes, chat messages, transcripts, forms
Structured records - Databases, spreadsheets, registers, transaction logs, customer or case records
Images - Photographs, scanned documents, CCTV stills, satellite imagery, medical images
Audio - Call recordings, voicemail, interviews, radio transmissions, ambient sound
Video - CCTV footage, body worn camera video, traffic cameras, meeting recordings
User interaction data - Clickstreams, navigation paths, keystrokes, form completion patterns
System and application logs - Access logs, audit trails, error logs, timestamps, system events
Digital communications metadata - Sender/recipient details, timestamps, IP addresses, device identifiers
Online content and media - Web pages, social media posts, comments, forums, news articles
Geospatial and mapping data - GPS coordinates, routes, geotagged photos, digital maps
Biometric data (digital form) - Face templates, fingerprint scans, voiceprints, iris scans
Synthetic or simulated data - Generated training data, test scenarios, synthetic records

Physical world data (captured from real world environments or activities)
Sensor readings - Temperature, humidity, pressure, motion, vibration, light, noise levels
Location and movement data - GPS trackers, vehicle telemetry, foot traffic counters, badge access swipes
Cameras and imaging devices - CCTV, body worn cameras, drones, traffic cameras, thermal cameras
Audio captured from the environment - Microphones in public spaces, machinery noise monitoring, gunshot detection
Machine and equipment data - Industrial sensors, IoT devices, maintenance telemetry, wear indicators
Physical documents converted to digital form - Scanned forms, handwritten notes, historical paper records
Environmental observations - Weather sensors, air quality monitors, water level gauges
Biometric measurements (physical capture) - Facial images captured by cameras, fingerprints on scanners, gait patterns
Human observations recorded digitally  - Officer notes, inspector reports, survey responses, eyewitness accounts
Smart infrastructure data  - Traffic lights, smart meters, access control systems, building management systems

	

	3.5. How is the system protected against corrupted or missing data?
	Consider technical methods and guardrails, human oversight and review as well as organisational processes

Consider:
· Vendor commitments 
· Product configuration & interfaces 
· Human processes 
· Governance and documentation

When you cannot observe or tune the AI
	If you can’t do this…
	You rely on this instead

	Monitor model behaviour directly
	Vendor transparency + contractual assurances

	Inspect training data
	Documented data categories and exclusions

	Detect drift yourself
	Vendor monitoring + incident notification duties

	Validate outputs technically
	Human review + uncertainty signals

	Tune thresholds
	Conservative configuration + manual gates

	Audit the model
	Audit the use of outputs



	

	3.6. What are the Business Impact Levels (BIL) of the inputs (information assets)?
	Low/negligible, medium, high, national security information (NSI)
	See Information security classification framework (QGISCF)



Table 4: AI use outputs
The AI use outputs are the data produced by the AI solution. Outputs might be recommendations represented by text, list, map or diagram. Outputs may be configured to trigger other actions.
	Component
	Description
	Further information, websites, notes

	4.1. What are the AI solution data outputs?
	Consider data format (e.g. text, image, code, chart, numeric), type (e.g. options, recommendation, prediction) and key mechanisms relevant to its production (e.g. deterministic, probabilistic, generative, random, agentic)

A. Informational outputs (most common)
These summarise or transform information.
Examples
Summaries (short, long, bullet point)
Extracted fields or entities
Transcriptions
Translations
Descriptions or explanations
Highlights or key points
B. Predictive or inferential outputs
These are estimates, not facts.
Examples
Risk scores or likelihoods
Classifications or labels
Priority rankings
Match or similarity scores
Anomaly flags
Trend or forecast indicators

C. Generative outputs
These produce new content based on patterns learned.
Examples
Draft emails, reports, or letters
Suggested responses or next steps
Generated plans or checklists
Natural language explanations
Code or query suggestions

D. Decision support outputs
These recommend an action or narrow options.
Examples
“Recommended option” with alternatives
Triage routing suggestions
Escalation alerts
Suggested resource allocation
Compliance or policy warnings

E. Meta outputs (about the output itself)
These are critical for safe use, especially in high-risk contexts.
Examples
Confidence or uncertainty scores
Explanations (“why this was suggested”)
Source references
Data freshness timestamps
Warnings or refusal messages
Audit or trace identifiers
	See AI Use Taxonomy: A Human-Centered Approach. NIST AI 200-1.

	4.2. How are planned and actual AI use outputs tracked and recorded?
	The value of AI use outputs depends on the context and use case of an AI system.

Information management requirements and obligations associated with records generated by AI will differ depending on the type of AI technologies employed, the purpose for which they are used and the corresponding value of the records generated.
	Queensland Government’s advice on Artificial Intelligence and public records.

National Archives (2025). Information Management for records created using Artificial Intelligence (AI) technologies

See also QGEA information management guidelines including Information asset custodianship policy (IS44), Information governance policy, Open data, information sharing, access and use policy 


	4.3. Could the outputs allow unauthorised access to information?
	Consider the following example: within or across teams, across government or to an external party
	See privacy obligations Office of the Information Commissioner.

See Information security classification framework (QGISCF)


	4.4. Is output sent to external sources without being checked by a human first?
	If yes, provide explanation and justification. If no, provide review processes.

Consider the following example, an Agentic AI architecture that sorts and responds to internal or external emails on behalf of a person.
	

	4.5. Does the AI produce an output involving data that is regulated by the law? 
	Use of government data is regulated by legislation, e.g. 

Public Sector Act 2022
Public Sector Ethics Act 1994
Human Rights Act 2019
Anti-discrimination Act 1991
Public Records Act 2002
Ombudsman Act 2001
Public Interest Disclosure Act 2010
Right to Information Act 2009
Information Privacy Act 2009 (Qld)
Information Privacy Act 1988 (Cwlth)
Crime and Corruption Act 2001
Financial Accountability Act 2009
   
Additional legislation may be relevant to the use of AI systems in specific contexts.

Seek legal review if unsure
	

	4.6. Does the data contain personally identifiable data? Is it accessible internally and/or externally?
	Consider privacy implications.

Consider the following example: 
AI solution draws on government data available to the user and outputs will draw on that data. Data may contain identifiable data.
	
See Office of the Information Commissioner Queensland Securing personal information and Microsoft Copilot and the privacy risks of using generative AI


	4.7. Is the AI designed to (or consequentially) provide output that directly contributes to independent action of effect that is regulated by the law?
	If the solution is dependent on human oversight and control, it is not to be used to provide output that directly contributes to independent action of effect that is regulated by the law.

Consider the following example, an autonomous underwater drone uses AI to navigate within authorised the Great Barrier Reef Marine Park Authority zones targeting crown of thorns starfish

	

	4.8. What are the Business Impact Levels (BIL) of the outputs?
	Low/negligible, medium, high, national security information (NSI)
	See Information security classification framework (QGISCF)



Table 5: Object of AI action
The object of AI action will be those who are affected by AI. The object of an AI action could include government employees, government decision makers and members of the public.
	Component
	Description
	Further information, websites, notes

	5.1 Who will the AI action impact? 
	Create a stakeholder mapping. E.g. users, organisations, teams, employees, vulnerable groups or individuals, and the public. A stakeholder is any person who has a stake in the use of an AI system such as:

· internal or external end-users, such as staff or members of the public
· indigenous Australians, refer to Framework for Governance of Indigenous Data
· people with lived experiences, including those defined by religion, ethnicity, or migration status
· data experts, such as owners of the data being used to train and validate the AI system
· subject matter experts, such as internal staff
· the development team, including senior responsible officers, architects, and engineers.

Consider disproportionate impact on entry level roles, implications for access, affordability and the digital divide. Implications for women, First Nations Australians, and people with a disability.

	See DTA AI Technical Standard, Criterion 27: Define the problem to be solved, its context, intended use, and impacted stakeholders

See Treasury Using AI to support stakeholder engagement including stakeholder mapping.





See Jobs and Skills Australia (2025, 14 Aug) Our Gen AI Transition. 


	5.2 How will they be impacted, and to what degree?
	Consider how the AI system is involved in interactions, how stakeholder data is used and what (if any) automated decisions will affect them.

Consider stakeholder impacts on:
· social licence and corporate transparency
· workforce and productivity
· effective AI and community impact
· customer experience and consumer rights. 

To get and remain informed on impacts, carry out a stakeholder impact assessment, create contestability channels, monitor system performance and enable feedback across the AI lifecycle.

	See DISR National AI Centre Guidance for AI Adoption 6 Essential Practices aligned to ISO 42001, 2. Understand impacts and plan accordingly

See the DISR AI Impact Navigator 


	5.3. How will those impacted be informed?
	Consider the following examples: providing a disclaimer before use, AI outputs are clearly labelled as AI generated, contestability channels are specified and rights provided. Training and skills uplift, exploratory use case with monitoring, evaluation and communication.
	The NFAAIG implementation, section 7. contestability  may be helpful.




Table 6: Design inputs
Design Inputs are the constraints on the AI solution including values, requirements, and controls. Design inputs will be continuously updated to manage changing risks captured through ongoing evaluation.
	Component
	Description
	Further information, websites, notes

	6.1. What data sets were used to build the AI solution?
	Development data includes all inputs and outputs (and reference data for GenAI) used to develop the AI system. The dataset is made up of smaller datasets – train dataset, validation dataset, and test dataset.
· Train dataset – this dataset is used to train the AI system. The AI system learns patterns in the train dataset. The train dataset is the largest subset of the modelling dataset. For GenAI, the train dataset may also include reference or contextual datasets such as retrieval-augmented generation (RAG) datasets and prompt datasets
· Validation dataset – this dataset is used to evaluate the model's performance during model training. It is used to fine-tune and select the best-performing model, such as through cross validation
· Test dataset – this dataset is used to evaluate the final model's performance on previously unseen data. This dataset helps provide unbiased evaluation of model performance.

	
See DTA AI technical standard Data: Statements 12-19

	6.2. What values and principles drive the AI solution design?
	Prioritise agency AI governance, business values, internal design and project documentation with vendor-provided documentation 

Human values represent what people deem important in life such as autonomy, simplicity, tradition, achievement, and social recognition.

To elicit human values requirements:
· use traditional requirement elicitation techniques such as surveys, interviews, group discussions and workshops to capture relevant human values for the AI use case
· translate human values into technical requirements, which may vary depending on the risk level and AI use case
· reviewing feedback to identify ignored human-values in the AI system
· understand the hierarchy of human values and emphasising those with higher relevance
· consider social, economic, political, ethical, and legal values when designing AI systems
· consider human values that are domain specific and based on the context of the AI system.

Consider what principles might be missing that are integral to Queensland Government, for example transparency and accountability.

	See Australia’s AI Ethics Principles in the National Framework for the Assurance of AI in Government (NFAAIG)

See DTA AI Technical Standard Design: statements 9-12



	6.3. How are ethical, legal, safety, technical frameworks or policies considered?
	Consider frameworks or policies across the QAO Checklist for Managing Ethical Risks of Artificial Intelligence

· Governance and strategy
· Assessing and managing ethical risks
· Automated decision making
· Procurement and third-party arrangements
· Data and information management
· Laws and regulations
· Education, awareness and transparency
· Continuous improvement

	See Queensland Audit Office Appendix C. Checklist for managing ethical risks in artificial intelligence

For laws and regulations, see Table 1. FAIRA AI risk domains 

See DTA AI technical standard Design: statements 9-12

See NFAAIG 

See Commonwealth Ombudsman’s Automated Decision-Making Better Practice Guide (2025) Checklist



Table 7: Sector and context
Sector and context capture domain-specific risks, guidance and requirements for the AI solution for its deployment in a specific context of operations. 
	Component
	Description
	Further information, websites, notes

	7.1. What sector-specific frameworks does the AI solution need to comply with?
	
	For example, consider specific guidance at a state, national and international level for health, police, education, etc…, e.g.

Department of Health Disability and Aging. (2026). Artificial intelligence (AI) in health care 

Department of Education. (2025). Australian Framework for Generative Artificial Intelligence (AI) in Schools 

The Victorian police have an AI Ethics Framework for their operational domain.


	7.2. What control measures are required for the AI system to operate in its designed or intended use?
	Risk Controls may include:
learning and skills uplift (e.g. AI training, AI policy)
guardrails and intervention (e.g. AI policy, UX/UI, system guardrails)
monitoring, test, and evaluation (e.g., security and privacy assessment, human rights impact assessment, workplace impact assessment, business impact assessment, AI policy)
transparency and accountability (e.g. AI transparency statement, disclosure, AI policy)
E.g.
Skills uplift
Organise Team AI Skills uplift across all team skill sets to learn all relevant AI policies, frameworks and obligations including procedures for managing PII posted in reviews.
Access control 
Team procedures – follow agreed team procedures
Trial and evaluate limited previews before considering rolling out AI solutions more broadly.
	See FAIRA PART C—Controls for AI Risks.

National AI Centre, Guidance for Adoption, 6 Essential practices aligned to ISO42001

1. Decide who is accountable
2. Understand impacts and plan accordingly
3. Measure and manage risks
4. Share essential information
5. Test and monitor
6. Maintain human control


See Implementing Australia’s AI Ethics Principles in NFAAIG.



Table 8: Broader governance
Broader governance includes those considerations of laws and regulations outside of the AI guidance and technical implementation that might control its use.
	Component
	Description
	Further information, websites, notes

	8.1. What national frameworks are relevant to the operation of the AI solution?
	Key resource: NFAAIG  

There may also be agency- specific national frameworks of relevance.

 


	NFAAIG

Policy for the responsible use of AI in government - Version 2.0 | digital.gov.au, DTA, 2025 

Australian Cyber Security Centre guidance on artificial intelligence, 


	8.2. What international frameworks are relevant to the operation of the AI solution?
	Key resource: NFAAIG  

Agency-specific and compliance with Australia’s international commitments.



	NFAAIG 

See OECD artificial Intelligence

	8.3 Other frameworks (e.g. policies, export controls, interoperability, benchmarks, research frameworks, mandates and strategies etc…)
	Consider agency specific frameworks.

Queensland Government policies
Restricted applications, products and web services
Artificial intelligence governance policy

	





Table 9: Monitoring and evaluation
	Component
	Description
	Further information, websites, notes

	9.1. Who is responsible for monitoring and evaluation of the AI solution?
	Include responsibilities for users using the AI solution, managers as well as those deploying and maintaining the AI solution in Government.

A deployed AI system should include a monitoring framework with reporting and, alerting requirements, and implement monitoring tools. 

Monitoring can include: system performance and drift, health of system and infrastructure, safety, reliability metrics and mechanisms, human-machine collaboration, unintended consequences, transparency and explainability, costs, security and compliance.

The AI system should be tested and monitored across the lifecycle. This includes periodic tests after deployment with a clear framework to manage any issues.

An incident resolution process should be established for incident handling as well as corrective and preventative actions for incidents.


	See Implementing Australia’s AI Ethics Principles in government

See DTA AI Technical Standard Monitor: statements 37-39

See FAIRA Part C Controls for AI Risks Monitoring, test and evaluation.



	9.2. How and when is feedback received for the AI solution? 
	Is there a plan to collect feedback? If so, how often and who is responsible for collecting, analysing and actioning feedback? Consider who collects it, the kinds of feedback collected, whether feedback is received continuously or periodically, how is it collected and analysed; and how is it actioned?

For developed systems, implement feedback loop to ensure that insights from monitoring are fed back into the development and improvement of the AI system.

Feedback can include: Performance and drift, health of system and infrastructure, safety, reliability metrics and mechanisms, human-machine collaboration, unintended consequences, transparency and explainability, costs, security and compliance.


	See Implementing Australia’s AI Ethics Principles in government

See DTA AI Technical Standard Monitor: statements 37-39


See FAIRA Part C Controls for AI Risks Monitoring, test and evaluation.


	9.3. How are stakeholders of the AI solution engaged?
	Who are the end users of the software and who is consuming the outputs. How do stakeholder groups provide feedback or raise a concern about the software or outputs?

Indicate the stakeholder engagement and communications plan

E.g. project meetings, impact assessments, stakeholder engagement workshops, training, user guides, communities of practice, presentations, co-design workshops, values alignment workshops, user-centered design, user acceptance testing, 

Consider materials and sessions offered to explain the AI system's operations in simple terms to stakeholders, ensuring they understand how decisions are made.

Indicate communications, inquiry and contestability channels
	See FAIRA Part C Controls for AI Risks Monitoring, test and evaluation.

See DTA AI Technical Standard, Criterion 27: Define the problem to be solved, its context, intended use, and impacted stakeholders.

See DTA AI Technical Standard Design: statements 9-12

See DISR National AI Centre Guidance for AI Adoption 6 Essential Practices aligned to ISO 42001, 2. Understand impacts and plan accordingly


	9.4. What evaluation processes are used for the AI solution? 
	Testing should be done continuously at each component of the AI system lifecycle. The level of testing at each stage could be at unit, integration, system, or system-of-systems, depending on the scope of development at that stage and the test strategy.

Testing can be divided into formal and informal phases. Formal testing is the phase when the system under test (SUT) is formally versioned, and the outcomes are evaluated for deciding whether to deploy to production or not. Statements within the standard apply to the formal testing phase. 

Where an AI system or components have been procured, deployment and integration into the deployer’s environment may need to be done before starting formal testing.

Testing of AI systems differs from testing traditional software as they can be probabilistic and non-deterministic in nature. While probabilistic systems do not give you an exact value, non-deterministic systems may have different outputs using the same inputs.

Other key differences include your approach to regression testing. While making small changes to a non-AI system may have limited consequences, a step change in test data or in parameters can be significant for an AI system. This means you need to conduct more robust regression testing to mitigate the heightened risk of escaped defects.

Note that an AI system which learns dynamically will change its behaviour without being formally updated. This means changes may occur on the same deployment version and without formal testing. This will require a more rigorous continuous monitoring post deployment. The development team or supplier should confirm whether your AI system has been designed to learn dynamically or statically

	See DTA AI Technical Standard Evaluate: statements 26-30

See FAIRA Part C Controls for AI Risks Monitoring, test and evaluation.


	9.5 How are undesirable results detected? 
	Detection of undesirable results relies on human oversight. Which then leads to a risk event of “lack of appropriate/suitably skilled human oversight” and controls about upskilling, policy, team agreements etc.

Consider what the contingency plans are for adverse outcomes.
	

	9.6. Has the AI solution been subject to independent review?
	Describe the independent review or the reason why an independent review is not warranted currently.

	



Part B- Values assessment
Once the AI solution is described through the components analysis, a values assessment of the system should be performed. The values assessment is based upon Australia’s AI Ethics Principles set out in the NFAAIG, for which the Queensland Government is a signatory. 
Once the AI solution is described through the components analysis (Part A), a values assessment should be performed. The values assessment is based upon each of Australia’s AI Ethics Principles (Table 2) as detailed in the NFAAIG.
	Human, societal and environmental wellbeing: AI systems should benefit individuals, society and the environment.
Human-centred values: AI systems should respect human rights, diversity, and the autonomy of individuals.
Fairness: AI systems should be inclusive and accessible and should not involve or result in unfair discrimination against individuals, communities or groups.
Privacy protection and security: AI systems should respect and uphold privacy rights and data protection and ensure the security of data.
Reliability and safety: AI systems should reliably operate in accordance with their intended purpose.
Transparency and explainability: There should be transparency and responsible disclosure so people can understand when they are being significantly impacted by AI and can find out when an AI system is engaging with them.
Contestability: When an AI system significantly impacts a person, community, group or environment, there should be a timely process to allow people to challenge the use or outcomes of the AI system.
Accountability: People responsible for the different phases of the AI system lifecycle should be identifiable and accountable for the outcomes of the AI systems, and human oversight of AI systems should be enabled.


Table 2: NFAAIG (2024)
Using the controls
The controls listed in Part C of the framework can assist with the completion of the values assessment, as they can be used to mitigate the risks identified across each of the values. See part C for more guidance on how to apply controls.
	Value
	What benefits align to this value?
	What risks relate to this value?
	What can be done to reduce the risks?

	Human, societal, and environmental wellbeing 

Throughout their lifecycle, AI systems should benefit individuals, society and the environment

Consider legislative, policy and agreement obligations in the , Public Sector Ethics Act 1994,  and , Inclusion and diversity strategy 2021-2025, Integrity Act 2009, Environmental Protection Act 1994, Use of generative AI in Queensland Government,
The State Government Entities Certified Agreement 2023: 
“Part 21: Introduction of technology/future of work (3) Each entity, through the relevant [consultative committee] CC, will consult on proposed technological change or advancements, including the use of artificial intelligence technologies, which may affect or impact on employee’s employment.”
	How does your AI solution prioritise human, societal and environmental wellbeing?

AI solution helps stakeholders find government processes: 
Easier, more efficient, more productive, more complete,
more accurate,
More sustainable
AI solution makes stakeholders better off, safer, more satisfied, more understood, more trusting, more sustainable, 

AI solution improves communication by Less friction, better relationships, More understood, Easier to get help.
	What are the risks to human, societal and environmental wellbeing from implementing all components of your AI solution? Will your AI action reduce the wellbeing of vulnerable groups or individuals? Will your AI affect or impact employee employment? 

AI solution may make government processes:
Worse 
Harder
Less efficient
Less productive
More disconnected 
less understood

AI solution may make stakeholders worse off, make them unsafe, or harmed.

AI solution may degrade communication by more friction, diminishing relationship, making humans less understood and getting help harder.

	See recommendations 1. Human, societal and environmental wellbeing, Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government.

See FAIRA PART C—Controls for AI Risks.

See 20.2 AI Governance in QITC General Contract Conditions ICT Products and/or Services

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control

	Human-centred Values 

AI systems should respect human rights, diversity, and the autonomy of individuals.


Consider legislative and policy obligations in the Human Rights Act 2019, Human Rights Impact Assessment Resources, , Work Health and Safety Act 2011, and  Use of generative AI in Queensland Government

	How does your AI solution prioritise human-centred values? Consider benefits to stakeholder autonomy and justice.

E.g. AI solution will improve government decision making by:
Increasing fairness and reducing bias,
Providing greater sensitivity to rights,
Improving diversity and inclusion,
providing better information, 
Make it easier to get help,
Helps stakeholders to be more informed,  or
Give actors more agency over their actions and have their rights respected.
	What are the risks to human-centred values from implementing all components of your AI solution? Consider risks to autonomy and justice. Particularly whether AI action will reduce autonomy or justice for vulnerable groups or individuals.


E.g. AI solution is potentially: 
Unfair,
Confusing,
Incorrect,
Has unclear provenance,
Reduces options,
Makes it harder to get help,
Unfair processes and outcomes,
Reduced rights,
Lack of accountability,
Lack of contestability,
Amplified bias, or
Creates a coercive experience.


AI solution makes stakeholders less informed, have less agency and affect their rights.

	See recommendations 2. Human-centred values, Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government
See FAIRA PART C—Controls for AI Risks.

See 20.2 AI Governance in QITC General Contract Conditions ICT Products and/or Services 

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control

	Fairness 

AI systems should be inclusive and accessible, and should not involve or result in unfair discrimination against individuals, communities or groups.

Consider legislative and policy obligations in the , Human Rights Impact Assessment Resources, , ,  and , Artificial Intelligence and Public Records 2024

	How does your AI solution ensure fairness and reduce unintended bias? How does your AI solution support or improve human rights?

E.g. Consider how the solution was tested for fairness prior to release. 
Consider product information about limitations.

Consider information available about the data used to create the solution, how and where this was tested, and whether the testing may have gaps and bias.


	What are the risks to fairness and bias across all components of your AI solution? Will your AI solution substantially impact human rights?
	See recommendations 3. Fairness, Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government.

See FAIRA PART C—Controls for AI Risks.

See 20.2 AI Governance in QITC General Contract Conditions ICT Products and/or Services

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control


	Privacy protection and security 

AI systems should respect and uphold privacy rights of individuals and ensure the protection of data

Consider legislative and policy obligations in the ; Information Privacy Act 1988 (Cwlth) ; , Inter-jurisdictional legislation and policies such as GDPR, Privacy Impact Assessment Resources including threshold pr

	How does your AI solution maintain privacy and security?




	What are the privacy and security risks from implementing all components of your AI solution? Does your AI solution potentially expose the commercial, sensitive, or protected data (including personal information) to unauthorised stakeholders?

Consider deliberate and accidental data sharing and integration and data matching.



	See recommendations 4. Privacy protection and security, Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government.

See FAIRA PART C—Controls for AI Risks.

See 20.2 AI Governance and 20.3 Protection of Customer Data in AI Systems, QITC General Contract Conditions ICT Products and/or Services

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control


	Reliability and safety 

Throughout their lifecycle, AI systems should reliably operate in accordance with their intended purpose


Consider legislative and policy obligations in the , ; ; procurement policies and , , Use of Generative AI in the Queensland Government (2023), and 

	How does your AI solution ensure reliability and safety?
	What are the reliability and safety risks from implementing all components of your AI solution?
Is your AI solution for use in high risk of harm environments e.g. essential services, critical infrastructure, safety components of products, health, education, law enforcement, administration of justice and democratic processes?

Consider the evaluations and tests provided by the solution company, including against its own monitoring, feedback and evaluation processes.

Consider whether low quality/ degraded/out-of-date/inappropriate documents would be processed along with other documents. 
Consider if transitory / short term value / trivial/obsolete information is retained and could be used by the AI to produce incorrect responses.

Consider the data maturity of the agency and whether that compounds reliability and safety.

Consider variables outside of the technical implementation of the product including: the quality of data it uses, the skills and values of humans responsible for its use within their specific job tasks, the context within which it is deployed and the governance that controls how it is implemented throughout the AI lifecycles.
	What can be done to reduce reliability and safety risks of your AI solution?

See recommendations 5. Reliability and Safety, Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government.

See FAIRA PART C—Controls for AI Risks

See 20.2 AI Governance in QITC General Contract Conditions ICT Products and/or Services (17 Mar 2026)

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control

	Transparency and explainability 

There should be transparency and responsible disclosure so people can understand when they are being significantly impacted by AI, and can find out when an AI system is engaging with them

Consider legislative and policy obligations in the Right to Information Act 2009,  Right to Information (RTI), Public Sector Act 2022; procurement policies; Use of Generative AI in the Queensland Government (2023) Generative Artificial Intelligence Records; Public Records Act 2002; Metadata management principles, Metadata schema for Queensland Government assets guideline, Guideline on creating and keeping records for the proactive protection of vulnerable persons (March 2020), and Public Records Act 2002

	How is the operation of your AI solution explained transparently?
	What are the transparency and explainability risks when implementing all components of your AI solution?

Consider how much certainty there is about how and why the solution functions the way it does, and how the government may fill in any gaps in knowledge. 

	What can be done to improve transparency and explainability of your AI solution?
 
See recommendations 6. Transparency and explainability, Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government.

See FAIRA PART C—Controls for AI Risks. 

See 20.2 AI Governance, 20.4 Record keeping and 20.5 Transparency in QITC General Contract Conditions ICT Products and/or Services

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control


	Contestability

When an AI system significantly impacts a person, community, group or environment, there should be a timely process to allow people to challenge the use or outcomes of the AI system

Consider legislative and policy obligations in Generative Artificial Intelligence Records Public Records Act 2002; Right to Information Act 2009; Public Interest Disclosure Act 2010, Human Rights Act 2019; Public Sector Act 2022; Public Sector Ethics Act 1994; Public Records Act 2002; Work Health and Safety Act 2011 and Guideline on creating and keeping records for the proactive protection of vulnerable persons (March 2020)


	How are the operations of your AI solution contestable?
	What are the risks to the contestability of all components of your AI solution?
	What can be done to ensure the operation of your AI solution remains contestable?

See recommendations 7. Contestability Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government.

See FAIRA PART C—Controls for AI Risks. 

See 20.2 AI Governance in QITC General Contract Conditions ICT Products and/or Services

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control

	Accountability

Those responsible for the different phases of the AI system lifecycle should be identifiable and accountable for the outcomes of the AI systems, and human oversight of AI systems should be enabled.

Consider legislative and policy obligations in Public Sector Act 2022; Public Sector Ethics Act 1994; Generative Artificial Intelligence Records; Public Records Act 2002; Financial Accountability Act 2009; Financial and Performance Management Standard 2019; Building Policy Framework; Queensland Treasury Strategic Plan 2023-2027; Queensland Treasury ‘A Guide to Risk Management’; Crime and Corruption Act 2001; procurement policies; Integrity Act 2009
	
How does your AI solution ensure appropriate human accountability?
	
What are the accountability risks of all components of your AI solution?

Consider if and where decisions are made or outputs being created by the government through an AI solution without appropriate human oversight or accountability.
	
What can be done in the deployment of your AI solution to ensure appropriate human accountability for its operation?

See recommendations 8. Accountability, Implementing Australia’s AI Ethics Principles in government in the National framework for the assurance of artificial intelligence in government.

See FAIRA PART C—Controls for AI Risks. 

See 20.2 AI Governance, 20.6 Accountability and 20.7 AI Product warranty in QITC General Contract Conditions ICT Products and/or Services (17 Mar 2026)

See AI Governance Policy and QGEA Artificial Intelligence Directions

NAIC Guidance for AI Adoption 6 Essential Practices: 1. Decide who is accountable 2. Understand impacts and plan accordingly , 3. Measure and Manage Risks  4. Share essential information, 5. Test and monitor, 6. Maintain Human Control




Part C - Controls for AI risks
To assist teams with understanding relevant actions that can be taken to mitigate risks identified using FAIRA, a multi-dimensional table of controls is provided below. This table details the kinds of controls that an agency can adopt to mitigate risks of negative impacts and harms. The high-level controls are a starting point for agencies. Specific controls, suitable to the risks identified by an agency, should be derived from the high-level controls described. Implementing these controls promotes a standardised way to address risks and promotes a culture of responsibility and trustworthiness in the deployment of AI systems across Queensland Government. 
	Business Function 
	Understanding and gaps analysis 
	Learning and skills uplift 
	Guardrails and intervention 
	Monitoring, test and evaluation 
	Transparency and accountability 

	Executive 
	· Lead AI Strategy and implementation plan.
· Understand your organisational AI governance maturity including AI risk committees, management, standards, legal obligations and policies.  
	· Enrol in executive responsible AI skills uplift including AI governance and AI risk domains in the Queensland Government. 
· Ensure administrative staff increase their skills using AI tools for administrative processes, documentation and record keeping.
	· Build positive AI risk culture.
· Strengthen AI risk committees, accountability processes, documentation, and working groups.  
· Promote and model ethical behaviours, value alignment and responsible and safe AI leadership. 
	· Create an AI Oversight Committee. 
· Approve AI risk processes framework.
· Encourage evidence-based use of AI in the organisation.
· Require evidence-based decision making for AI investment and sustainment. 
	· Keep decision audit trails: Keep appropriate records of how AI is used in executive administrative decision making.
· Authorise public dissemination of AI use, assurance case studies for government AI projects and procurements.

	Management 
	· Document AI solution using FAIRA components analysis and values assessment. 
· Answer the question when do I need to do a FAIRA?
	· Enrol in AI product/project manager training and AI risk management skills uplift. 
· Organise Team AI Skills uplift across all team skill sets to learn all relevant AI policies, frameworks and obligations. 
· Ensure team increase their skills using AI tools for business processes, including documentation and record keeping.
	· Set up contracts with third party vendors that support AI risk controls including monitoring and feedback. 
· Develop and use AI responsibly within government using inclusive design, FAIRA tools and AI risk identification and management throughout the AI product lifecycle. 
· Adopt ‘privacy-by-design’ and ‘ethics-by-design’ processes.
	· Establish information steering committee or project board to review risks and provide advice across the AI lifecycle.
· Conduct regular AI risk assessments.  
· Create ongoing monitoring procedures to detect and address poor performance (e.g. bias, unreliability, inappropriate or unsafe use) that may arise as the system evolves or as new data is integrated.
· Develop metrics to measure ROI and compliance (ethical, legal, regulatory, policy).
	· Use a risk management process and assign risk responsibilities to roles and/or individuals. 
· Communicate AI risks transparently with stakeholders. 
· Establish ways of working with teams to keep appropriate records.

	Technical 
	· Audit data and  IT systems for technical readiness to use AI including security, privacy, reliability, safety.
· Check data quality, handling and access controls, data protection and security. 
	· Technology: Learn about the AI product. Understand the data assets involved in deploying AI and what gaps or quality issues exist. 
· Organise Team AI Skills uplift across all team skill sets to learn all relevant AI policies, frameworks and obligations.
	· Build safety features within the AI solution, such as RAG, automated safety responses, bias detection and notification, limitations on how users can interact with the system. 
· Make technical changes based on feedback from solution users and stakeholders.  
	· Design or adopt metrics suitable to evaluate technical risks. 
· Collect quantitative usage and qualitative reports. 
· Trial and evaluate limited previews before rolling out AI solutions more broadly.
· Evaluate code utility using AI versus non-AI code.
	· Keep appropriate records of use of AI.
· Document code with indicators when using AI tools for coding. 
· Share best practice in procuring, building, implementing, and using AI for technical teams. 

	Policy 
	· Audit data & AI governance  
· Identify responsible AI gaps and needs and conduct data impact assessments. 
· Comply with existing Queensland Government policies. 
	· Organise Team AI Skills uplift across all team skill sets to learn all relevant AI policies, frameworks and obligations. 
· Ensure staff increase their responsible AI skills using AI tools policy creation, review and record keeping. 
	· Implement guardrails for use of the AI solution to counter performance issues such as unreliability, bias, automation bias or increased risk in deployed environments.
· Update policy based on feedback from solution users and stakeholders.
	· Create guides, checklists, frameworks and processes to identify, evaluate and document risks throughout the AI lifecycle. 
· Design or adopt metrics and tests suitable to evaluate sociotechnical risks. 
	· Publish policies publicly (where possible). 
· Create multi-modal policy products including slides, reports, guides, graphics, diagrams, videos, to increase policy awareness. 

	Engagement 
	· Engage with stakeholder to understand their perspectives and what matters to them: 
· Wellness—increased benefits & reduced harms 
· Autonomy—empowered and liberating decision making  
· Justice—fair and just experiences and outcomes. 
	· Implement staff AI skills uplift relevant to their work area and position obligations including WH&S and sensitivities to stakeholder expectations.  
· Ensure staff know how to follow AI policies, guidelines, and compliance with legal obligations, who to ask for help and why.  
	· Engage with diverse communities during the development phase to understand different impacts and manage bias. 
· Set up communities of practice to learn about AI use cases, lessons, build shared awareness; culture- and experience-driven guardrails. 
	· Create systems for stakeholders to provide feedback on the AI system including how to contact responsible humans.  
· Collate feedback to update system design and operation by technical and policy staff.
· Engage with community representatives and stakeholders. 
	· Communicate how AI is used to stakeholders including responsible use frameworks, accountability bodies and how stakeholders can provide feedback. 
· Develop materials and sessions to explain the AI system's operations in simple terms to stakeholders, ensuring they understand how decisions are made. 
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