	

Queensland Government
Risks to physical and digital public records
Risk Assessment Tool
Use this tool to identify, assess and investigate treatments for risks to physical and digital public records in the custody of your public authority. 
If public records at risk of damage or loss are identified, please use the At-risk records notification to notify Queensland State Archives (QSA) in accordance with s21(b) of the Public Records Act 2023. Note that photographs of the interior of physical records storage areas and any existing damage to records will be required when filling out the notification. 
Risks should be managed in accordance with your public authority’s Risk Management Policy or equivalent. Suggested or potential treatment options for each risk are provided, along with further information, which can used to guide completion of a Risk Treatment Plan. The listed risks and potential treatment options are not exhaustive and should be evaluated based on the specific circumstances of your public authority.

	Public authority name:
	
	Date completed:
	

	Completed by:
	
	Approved by (if applicable):
	

	Position:
	
	Position:
	



	Risk category
	Records are at risk of loss or damage due to
	Potential / suggested treatment options
	Further guidance
	Comments / further details

	Water damage
Physical storage & digital server/data centre locations
	☐  Flooding or rain inundation
☐  Leaking pipes or building
☐  Poor drainage and stormwater systems
☐  Other ________________________

☐  Records are already lost or damaged due to water (note details in ‘Comments / further details’ column)

	· Relocate records to appropriate storage that is not located in known flood zones
· Relocate records to appropriate storage that is not at risk of water damage due to leaks or poor drainage
· Complete repairs to storage facilities to prevent leaks or drainage issues
· Conduct regular monitoring of storage conditions and facilities to identify and address water damage and mould risks proactively
· Elevate records off ground level
· Rehouse records into water-proof containers
· Provide local protection/shielding for records as an interim measure if they can’t be relocated
· Replace damp, wet or otherwise damaged or contaminated housing/boxes (where records themselves are undamaged and any uncontrolled water source has been resolved)
· Create digital copies of physical records
· Include records in business continuity and disaster planning 
	Flood mapping | Queensland Reconstruction Authority
Recommended public records storage conditions, including Public records storage conditions checklist
Cloud storage and services
Digitise physical records (see also Source Records Retention and Disposal Schedule)
	

	Fire damage
Physical storage & digital server/data centre locations
	☐  Bushfires
☐  Building fires
☐  Explosion or ignition sources
☐  Other ________________________

☐  Records are already lost or damaged due to fire (note details in ‘Comments / further details’ column)

	· Relocate records to storage that is not located in bushfire prone areas
· Improve fire resistance of buildings storing public records
· Install and maintain adequate fire alarm and suppression systems
· Remove explosion or ignition sources from records storage areas
· Relocate records to storage that does not contain explosion or ignition sources 
· Ensure that hot works management plans are in place for activities such as welding or grinding
· Conduct regular monitoring of storage conditions and facilities to identify and address fire risks proactively
· Create digital copies of physical records
· Include records in business continuity and disaster planning
	Bushfire prone area - Queensland series - Dataset - Open Data Portal
Bushfire planning | Queensland Fire Department
Recommended public records storage conditions, including Public records storage conditions checklist
Cloud storage and services
Digitise physical records (see also Source Records Retention and Disposal Schedule)
	

	Pest activity
Physical storage
	☐  Rodents (mice, rats etc)
☐  Insects (silverfish, carpet beetles etc)
☐  Other ________________________

☐  Records are already lost or damaged due to pest activity (note details in ‘Comments / further details’ column)
	· Establish and follow an integrated pest management strategy 
· Incorporate records storage areas and facilities in regular pest inspection and monitoring programs to identify and address risks relating to pest activity proactively
· Implement regular cleaning of storage areas
· Keep food and drinks, plants and flowers away from records
· Elevate records off floors especially unsealed (earth) floors and away from external walls
· Create digital copies of physical records
· Include records in business continuity and disaster planning
	Control pests
Recommended public records storage conditions, including Public records storage conditions checklist
Digitise physical records (see also Source Records Retention and Disposal Schedule)
	

	Mould
Physical records and storage
	☐  Mould in storage area/s - active / dormant / both / unknown
☐  Mould in records - active / dormant / both / unknown
☐  Other ________________________

☐  Records are already lost or damaged due to mould (note details in ‘Comments / further details’ column)

	· Install, improve and/or maintain temperature and humidity controls in storage areas to prevent mould growth
· Improve ventilation in storage areas
· Relocate records to storage with adequate temperature and humidity control
· Conduct regular monitoring of storage conditions and facilities to identify and address risk of mould development
· Isolate records or materials with active or historical mould 
· Create digital copies of physical records
· Include records in business continuity and disaster planning
	Prevent or treat mould
Recommended public records storage conditions, including Public records storage conditions checklist
Digitise physical records (see also Source Records Retention and Disposal Schedule)
	Note that existing mould on records may be considered ‘damage’. Please contact QSA for guidance on handling and treatment. 

	Environmental storage conditions & methods
Physical storage
	☐  Temperature and humidity extremes 
☐  Lack of ventilation in storage area/s
☐  Contamination (dust and dirt)
☐  Inappropriate storage practices
☐  Other ________________________

☐  Records are already lost or damaged due to environmental storage conditions or methods (note details in ‘Comments / further details’ column)

	· Install or improve temperature and humidity controls in storage areas
· Improve ventilation in storage areas
· Relocate records to storage that facilitates better environmental controls
· Conduct regular monitoring of storage conditions and facilities 
· Relocate records to dedicated storage that is fit for purpose 
· Relocate records to storage that is not used for non-records or hazardous materials
· Elevate records off floors especially unsealed (earth) floors and away from external walls
· Rehouse undamaged records if containers or other extraneous materials are damaged or contaminated
· Create digital copies of physical records
	Recommended public records storage conditions, including Public records storage conditions checklist
Preserve, repair and conserve physical records 
Paper selection and appropriate materials
Digitise physical records (see also Source Records Retention and Disposal Schedule)
	

	Obsolete technology
Digital records
Specific physical formats (e.g. magnetic media)
	☐  Outdated formats 
☐  Technical dependence (e.g. requires certain hardware and/or software)
☐  Media degradation
☐  Other ________________________

☐  Records are already lost or damaged due to obsolete technology (note details in ‘Comments / further details’ column)

	· Migrate records to stable long-term formats
· Develop a format migration plan that includes:
· Rigorous testing
· Documentation
· Post migration verification 
· Capture information relating to technical dependencies required to view or access records stored on obsolete media in an Information Asset Register
· Implement a backup and recovery plan for all storage media that contains public records
· Include records in business continuity and disaster planning
	File formats for long-term digital public records
Migrate digital public records
Designing and maintaining an information asset register | NAA
	

	Decommissioned systems
Digital records
	☐  Systems no longer supported
☐  Lack of a migration plan for data or records 
☐  Other ________________________

☐  Records are already lost or damaged due to decommissioned systems (note details in ‘Comments / further details’ column)

	· Implement a digital continuity strategy or plan
· Transition data/records to supported systems
· Develop a system/data migration plan that includes:
· Rigorous testing
· Documentation
· Post migration verification 
· Implement a backup and recovery plan for all systems that contain public records
· Include records in business continuity and disaster planning
	Manage public records when decommissioning business systems
	

	Data corruption
Digital records
	☐  Bitrot
☐  Viruses
☐  Other ________________________

☐  Records are already lost or damaged due to data corruption (note details in ‘Comments / further details’ column)
	· Plan and perform regular fixity checks on digital records to proactively identify bitrot or data corruption
· Isolate and quarantine files, systems or storage media exposed to risk of viruses to prevent further damage or spread
· Implement a backup and recovery plan for all digital storage, media or systems that contain public records
· Include records in business continuity and disaster planning
	Preservation issues - Digital Preservation Handbook
Fixity and checksums - Digital Preservation Handbook
Queensland cyber security strategy

	

	Information Security
All records
	☐  Unauthorised access, alteration or theft
☐  Data breaches
☐  Data integrity issues
☐  Malware
☐  Other ________________________

☐  Records are already lost or damaged due to poor security (note details in ‘Comments / further details’ column)
	· Implement a cyber security strategy
· Develop an incident response plan to deal with cyber security threats
· Implement security measures to safeguard physical records from unauthorised access, alteration or theft
· Include records in business continuity and disaster planning
	Information and cyber security policy (IS18)
Information security classification framework (QGISCF) 
Essential Eight guideline
Use digital rights management and encryption
Incident management guideline
Cloud storage and services
Public records storage conditions checklist (for physical security measures)
	

	Incomplete or inadequate recordkeeping controls or metadata
All records
	☐  Incomplete or missing record metadata
☐  Inability to locate records
☐  Incomplete or ineffective records management policies or procedures
☐  Unknown retention periods
☐  Over-retention of records
☐  Unauthorised disposal due to inadequate controls
☐  Other ________________________

☐  Records are already lost or damaged due to incomplete or inadequate recordkeeping controls or metadata (note details in ‘Comments / further details’ column)
	· Create/update and implement effective records management policies and procedures
· Identify and register records in a system that controls access, enables identification, allows efficient retrieval and enables effective retention and disposal of public records
· Provide training to staff on records handling practices and procedures to minimise risks of loss or damage
· Include records in business continuity and disaster planning
	Get started with records management
Australian Government Recordkeeping Metadata Standard
Retention, disposal and destruction of public records
Cloud storage and services
	

	Other
	Please specify any other risks identified


☐  Records are already lost or damaged due to other risks (note details in ‘Comments / further details’ column)
	
	
	




Next steps
Plan treatments for identified risks and add to your public authority’s risk register
Risks to public records should be treated and managed in accordance with your public authority’s Risk Management Policy (or equivalent), including the creation of a risk treatment plan and ongoing monitoring in your public authority’s risk register. 
See At risk records notification for more information, including an example of a risk treatment plan. 
Notify QSA of public records at risk of loss or damage 
If public records at risk of loss or damage are identified, please use the At-risk records notification form to notify QSA in accordance with s21(b) of the Public Records Act 2023. 
See At risk records notification for more information. 
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