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[bookmark: _Toc45702202]Introduction
The information in this guide applies to all government agency staff involved that use ArchivesGateway to transfer record to and manage their records at Queensland State Archives.
This user guide describes the key points and processes involved in logging in to ArchivesGateway, setting up users, editing permissions and managing various locations and agencies. 
Other user guides are available for other functions within ArchivesGateway. See the more information section for details on how to find and access these other user guides. 
[bookmark: _Toc39149267][bookmark: _Toc43996453][bookmark: _Toc45702203]Definitions and references
Relevant definitions of recordkeeping and archival terms used in this guide can be found in the glossary on the website. 
See recordkeeping and archival terms and their definitions.


[bookmark: _Toc45702204]Initial log in and set up
Log into ArchivesGateway using your username and password provided. 
[image: ]
[bookmark: _a4dqpjyu4wta][bookmark: _hqkauceezieo][bookmark: _Set_up_multi-factor][bookmark: _Toc44408858][bookmark: _Ref44418851][bookmark: _Toc45702205]Set up multi-factor authentication
When you first log in, you will need to set up Multi-Factor Authentication (MFA) for your account. 
MFA security codes can be generated using the Google Authenticator app on your mobile device or through a SMS system to your mobile number.
1. [bookmark: _dhw12vivwr5c]Log in to ArchivesGateway for the first time
2. Select the MFA method you would like to use:
· Send a code via SMS 
OR
· [bookmark: _xqqw00940d8k]Use Google Authenticator
[image: ]
[bookmark: _Toc45702206]Send a code via SMS 
Once ‘Send code via SMS’ selected:
Enter your mobile phone number 
[image: ]
Click save
The system will then send you a code via SMS to do an initial verification of your mobile number. 
[image: ]
Enter the code generated
[image: ]
You will then be taken to the home screen of ArchivesGateway
[bookmark: _oowqolkkgonk][image: ]
[bookmark: _Toc45702207]Google authenticator app
Note: To use Google authenticator, you will need to install the Google Authenticator app on your mobile device first. 
1. Select ‘use google authenticator app’ option.
The screen will then display a QR code and a long alpha-numerical string as a key. 
[image: ]
Open the Google authenticator app on your device. 
Note: you may need to give the app permission to use your camera. 
Use your phones camera to scan the QR code
OR
Manually enter the key provided below the QR code. 
Click Save.
You will then be asked to test your new MFA settings: 
[image: ]
Entering the code provided by the app in the ‘test your new MFA settings’ screen. 
[image: ]
You will then be taken to the home screen of ArchivesGateway
[image: ]Note: You can also generate a new key (and QR Code) in the above screen should your key be compromised, or your device lost or stolen. 
[bookmark: _h8tzqpz68w6][bookmark: _Toc45702208]Logging in after initial setup
When logging in to ArchivesGateway after initial set up, you will need to:
· enter your username and password
· enter in the MFA code provided via the chosen method.
[bookmark: _v01fkytnqaed][bookmark: _Toc44408861][bookmark: _Toc45702209]Managing your account
[bookmark: _Toc45702210]Updating your profile
To update your profile:
1. Navigate to the User Menu by clicking on the person icon on the top right and click edit.
[image: ]
In the profile form, you can update your:
· Name
· Position title
· Password
· Email address
You also have the option to reset your MFA. 
Click ‘save user’ to save your changes. 
[image: ]
[bookmark: _Toc45702211]Password reset 
1. If you forget your password, you can request a new one by following the ‘forgotten your password’ link on the login page.
[image: ]
This will take you to a form where you can fill in your login name, and request the password reset. 
[image: ]
After clicking this link, you will receive an email with instructions for resetting your password. 
Note: you must have an email address in your profile in ArchivesGateway. 
If you do not receive an email, please check your ‘junk’ folder. You may also need to copy and paste the link provided into your browser. 
If you cannot reset your password, contact the ArchivesGateway team.
[bookmark: _Toc45702212]Managing and changing MFA methods
To change the MFA method used:
1. Log in to ArchivesGateway
Navigate to the User Menu -> Manage MFA.
[image: ]
Change the MFA method as required.
For more information, see the instructions on Setting up multi-factor authentication.
[bookmark: _6p4tdg3ilbig][bookmark: _Toc44408862][bookmark: _Toc45702213]Inactive users
If your account has been made inactive, you will see a message telling you there is an issue with your account when you attempt to log in. 
[image: ]
Accounts can be re-activated by the Senior Agency Admin for your agency, or by QSA staff.
Senior agency admin: See the instructions on how to Make users inactive.
[bookmark: _1fob9te][bookmark: _Toc44408863][bookmark: _Toc45702214]Users, accounts, agencies and locations
[bookmark: _tyjcwt][bookmark: _Toc44408864][bookmark: _Toc45702215]User types
ArchivesGateway has been set up with 3 levels of users:
· Senior agency administrator
· Agency administrator
· Agency contact
All agencies with records at QSA must have a Senior Agency Administrator user in ArchivesGateway, however not all agencies will require Agency administrator and Agency contact users. 
Each user can also be assigned different permissions based on what you need that user to be able to do within ArchivesGateway and their ‘location’.
All users, regardless of permission levels, can search their records in ArchivesGateway and submit Reading Room Request.
[bookmark: _Permissions][bookmark: _Toc45702216]Permissions
Permission levels for each of these roles are:
	Permission Type
	Agency Senior Admin
	Agency Admin*
	Agency Contact

	Assign permissions 
	All permissions, including to themselves as an Agency Contact
	Transfer & File Issue permissions ONLY
Note: Can only assign same permissions that they have been given. 
	No

	View records list^
	Yes
	Yes
	Yes

	Request records to the Reading Room^
	Yes
	Yes
	Yes

	Propose Transfers
	If given permission by Agency Senior Admin
	If given permission by Agency Senior Admin
	If given permission by:
· Agency Senior Admin
OR 
· Agency Admin

	Request File Issues
	If given permission by Agency Senior Admin
	If given permission by Agency Senior Admin
	If given permission by:
· Agency Senior Admin
OR 
· Agency Admin

	Set and change Restricted Access Periods
	If they are the authorised delegate 
AND 
given permission by Agency Senior Admin
	No
	If they are the authorised delegate 
AND 
given permission by Agency Senior Admin

	Grant access to restricted records 
	If they are the authorised delegate 
AND 
given permission by Agency Senior Admin
	No
	If they are the authorised delegate 
AND
given permission by Agency Senior Admin


^ Baseline permissions which anyone with Agency access to ArchivesGateway
* Only larger agencies are likely to have this role.
[bookmark: _Toc45702217]Creating users and accounts
Senior agency administrators must be created by QSA. 
To request a Senior agency administrator be created for your agency, contact the ArchivesGateway team. 
Agency administrators and Agency contacts can be created by the Senior agency admin for your agency.
To create a user, you must add them to a location. 
[bookmark: _Toc45702218]Delegates
You may need to create an account in ArchivesGateway for the Authorised delegate for your agency.
You do not need to log in to this generic delegate account. 
Generic delegate accounts are used as the contact point for any automated requests from the public to access restricted records of your agency. 
Find out more about authorised delegates and requests from the public to access restricted records. 
Note: authorised delegates are to a position not a person. It is recommended that a generic account is created for the delegate position within your agency, not the person currently in the position, and a generic email address used. 
[bookmark: _35nkun2][bookmark: _Toc44408866][bookmark: _Toc45702219]Creating and assigning locations 
All users can be assigned to locations within your Agency, where locations are a specific business unit or administrative area. 
Users may have 1 or more locations.
Locations will depend on how your agency is set up and your internal processes. 
Locations can be used for: 
· Different business areas within your agency
· Invoicing and billing purposes (e.g. where separate areas or request types are billed separately)
· Delivery addresses and physical location. 
To ensure the audit history of all transactions are captured, especially in larger agencies, it is important that users operate from within the correct location. 
[bookmark: _Toc45702220]Adding locations
An agency top-level location will automatically be created when your agency is created by QSA. 
Other locations can be set up by the Senior agency administrator. 
To create a location:
1. Click the spanner icon in the toolbar
Select ‘manage agencies’
[image: ]
Click ‘view’ against the required agency
[image: ]
Note: if you are associated with more than 1 agency, you will see a list of these agencies.
Click ‘add new location’ on the top right.
[image: ]
Add the name and delivery address of the location. 
[image: ]
Click save location.
You will now be able to see the location created in the agency profile. 
[image: ]
Note: when you create a new location, no users will be attached. You will need to add users to this new location. 
[bookmark: _Toc45702221]Creating users in location
The type of users you can create and the permissions you can assign with depend on whether you are a Senior agency admin or and Agency admin. See permissions for more information. 
To create a new user:
1. Navigate to the Agency profile page. 
Scroll down to the location required
Note: It is recommended that you add users to the agency top-level location and then add them to sub-level locations as required. Users should only be created in sub-level locations when they only require access to the specific locations selected. 
Note: If the sub-level location has to been created, see steps above.
Click ‘add user to location’
Use the drop down to select the type of user (Agency Contact or Agency Admin)
Enter the user’s details in the fields provided. 
[image: ]
Note: It is recommended that usernames are Firstname_Lastname.
Click ‘create user’.
The new user will now show up in the location you added them to.
You can now add this user to any other locations as required.
Note: Users can be added to multiple Locations within your agency. If you are a Senior Agency Admin for more than one Agency, you can also add them to multiple Agencies. 
[bookmark: _Setting_permissions][bookmark: _Toc45702222]Setting permissions
Once a user is created, you will need to set their permissions. 
Note: Agency admin users can only give Agency Contacts the same permissions that have been provided to you within ArchivesGateway. 
For example, if you are an Agency admin with File Issue permission, you will only be able to give an Agency contact File Issue permissions. If you are an Agency Admin with no permissions, you will not be able to give any permissions to an Agency Contact.
To set users permissions:
1. In the agency profile page, navigate to the user under the relevant location 
Click ‘set permissions’ on the right
[image: ]
Tick the appropriate permissions check boxes in the form
[image: ]
Notes: Only tick the ‘allow, set and change RAPs’ and ‘allow restricted access’ permissions IF the user is an authorised delegate for your agency. 
[bookmark: _Toc45702223]Changing a user’s type
Senior agency admin: If required, you can change the user type from Agency admin or Agency Contact or vice versa in the permissions settings window.
[bookmark: _Adding_existing_users][bookmark: _Toc45702224]Adding existing users to locations
You can add existing users to other locations within your agency. 
1. On the agency profile page, navigate to the appropriate location
Click ‘add user to location’
In the user profile form, select ‘add existing user’
[image: ]
Use the search option to find the user by either username or name. 
Note: users must be associated with your agency in ArchivesGateway. 
Once located, click either:
· ‘Add admin’ – to set them as an Agency Admin level user for that location
· Add contact – to set them as an Agency Admin level user for that location
Note: the user type can be different in sub-level locations.
You will then need to set permissions for that user for that location. 
[bookmark: _Toc45702225]Removing users from locations
1. In the agency profile screen, navigate to the location you want to remove them from.
Click ‘set permissions’ on the right.
[image: ]
In the permissions window, click ‘remove from location’ button on the top right.
[image: ]
Note: when removing users from a location, they must remain associated with at least 1 location for your agency – they cannot be removed altogether.
The ‘remove from location’ button will be greyed out if this is their only location. 
If you need to remove a user completely, see how to make a user inactive
[bookmark: _Toc45702226]Deleting locations
Only QSA and Senior agency administrators can delete locations.
Deleting locations is not recommended as you will lose all audit history of transactions completed by users within that location. 
If you need to ‘deactivate’ a location, it is recommended that you rename it to include the words DO NOT USE or similar at the beginning. 
[bookmark: _1ksv4uv][bookmark: _Creating_or_adding][bookmark: _44sinio][bookmark: _2jxsxqh][bookmark: _Toc44408869][bookmark: _Toc45702227]Editing users and setting position
Senior Agency Admin and Agency Admin users can edit user’s details for users the level below them. This includes making users inactive, updating their details, and resetting their MFA. 
See permissions for more details on user levels.
1. In the agency profile page, navigate to the users section 
[image: ]
Click on ‘edit user’ button for the relevant person. 
The edit user screen will open
[bookmark: _Making_users_inactive][bookmark: _Toc45702228]Making users inactive
To make a user inactive tick the inactive button at the bottom of the profile page
Click save.
[bookmark: _Toc45702229]Resetting a user’s MFA
Resetting MFA involves resetting a user’s MFA completely so that when they next log in they need to set up their MFA again. 
To reset, tick the ‘reset Multi Factor Authenticator’ checkbox
Click save
[bookmark: _Toc45702230]Changing a user’s details
Update details as required.
Click save.
Note: You cannot change the username. 
Note: If the user you wish to edit also has permissions for another Agency which you do not have permissions for, you will not be able to edit their details. In this case you will need to contact QSA for assistance.
[bookmark: _z337ya][bookmark: _Toc44408871][bookmark: _Toc45702231]Navigating between agencies and locations
If you are associated with multiple agencies and/or locations in ArchivesGateway, you can switch between them to see the records associated with that agency or location. 
You do not need a separate login or need to log out and log back in to ArchivesGateway.  
[bookmark: _Toc45702232]Switch between agencies and locations
To switch between locations or agencies: 
Click drop down arrow next to the agency name and location in the toolbar.

A pop-up window will open. 
[image: ]
[bookmark: _Toc45702233]Change agency
Click on the agency drop down (top option) 
Select the agency required. 
Click ‘change agency/location’ button on the bottom right. 
This will change the agency and bring up the records for that agency.
Note: you will to do this before you can select the specific location for that agency. 
[bookmark: _Toc45702234]Change location
Click on the location drop down (second option)
Select the location required
Click ‘change agency/location’ button on the bottom right
This will change the location within the agency selected and bring up the requests done within that location.  
[bookmark: _Toc45702235]Machinery-of-government and administrative changes
When there is a machinery-of-government (MOG) or administrative change and the ownership of records transfers to another agency, there is a grace period of about 3 months where both the preceding and succeeding agency can view and access records, and conduct business such as transferring records. 
Both agencies can continue to access the records where responsibility has been assigned. 
Succeeding agencies are expected to assign revised or new agency delegates and establish revised user profiles and permissions. 
Find out more about Custody, ownership and responsibility for records during a MOG or administrative change.
[bookmark: _More_information]See also the user guide for Searching records for more information on how records affected by a MOG change will display in ArchivesGateway. 
[bookmark: _Toc45702236]More information
Further information is available on the Recordkeeping section of the For Gov website:
· Use ArchivesGateway
· Transfer records to QSA
· Restrict access to records at QSA (Restricted Access Periods)
· Retrieve or access your agency's records at QSA (File Issue service)
· Provide access to closed records 
Other user guides are also available for specific functions within ArchivesGateway and are available on the relevant pages listed above. 
If you require further assistance with ArchivesGateway, please contact the ArchivesGateway team via email: ArchivesGateway@archives.qld.gov.au. 
[image: ]
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Manage Multi-Factor Authentication (MFA)

Mutifactor authentication (MFA) uses your smartphone to add an exra layer of security to your QSA Agency Gateway account
With MFA enabled, logging in is a two step process:

1. Enter your username and password as normal
2. Receive a code on your smartphone, and enter it to confirm your access

QSA Agency Gateway supports two different MFA methods: code via SMS, or Google Authenticator.
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Manage Multi-Factor Authentication (MFA)

Mutifactor authentication (MFA) uses your smartphone to add an exra layer of security to your QSA Agency Gateway account
With MFA enabled, logging in is a two step process:

1. Enter your username and password as normal
2. Receive a code on your smartphone, and enter it to confirm your access

QSA Agency Gateway supports two different MFA methods: code via SMS, or Google Authenticator.

@ Send acode via SMS
O Use Google Authenticator

Code via SMS

Enter your phone number below and we will send you a secure code when you log in

0412 377 495

Your mobile phone number (e.g. 0412 345 789)

0412377 495 |

‘Confirm: Your mobile phone number (e.g. 0412 345 789)
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Manage Multi-Factor Authentication (MFA)

Mutti-factor authentication (MFA) uses your smartphone to add an extra layer of security to your QSA Agency Gateway account.
With MFA enabled, logging in is a two step process:

1. Enter your username and password as normal
2. Receive a code on your smartphone, and enter it to confirm your access

QSA Agency Gateway supports two different MFA methods: code via SMS, or Google Authenticator.
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Google Authenticator

You can enter your account details into Google Authenticator by scanning the following QR code:

Alteratively, manually enter the following key:

6B76TCOQABKBR3AOZYQRHD432GTREMST

Generate a new key i you have reason to think your key has been compromised (i you have lost your phone, for example).

GENERATE A NEW KEY
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You have configured your account to use Google Authenticator for MFA. Please ensure you have imported the following secret into Google Authenticator
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Please check that your new settings are working by entering the code from the Google Authenticator app below
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You have configured your account to use Google Authenticator for MFA. Please ensure you have imported the following secret into Google Authenticator

Alteratively, manually enter the following key:
657 6TCQQABKBRIAOZYQRED4 32GTREMST

Please check that your new settings are working by entering the code from the Google Authenticator app below

289681

VERIFY
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